«IIpobiema HapKOMAaHUHU Ha COBPEMEHHOM
stane. OcoOeHHOCTU MPOPUITAKTUKI

O6crtanoBka B cdepe MPOTUBOACUCTBUS HE3aKOHHOMY O0O0pOTY
HApKOTUYECKUX CPEACTB U IICUXOTPOIHBIX BEIMIECTB HA TEPPUTOPUHU
PeciyOnukn benapycb B HacTosiiee BpeMs BO MHOIOM CBsi3aHa C
MCIOJIb30BaHUEM TJI00anbHON ceTu MHTepHEeT B KayecTBE CHEIU(PUUIECKOTO
KaHajia HapKOTOPTOBJIH.

Oco0yt0 OMacHOCTh TPEACTABISIET TOT (HaKT, YTO BO3MOKHOCTH
AHOHMMHOTO TPHOOPETEHUS TICUXOAKTHBHBIX BEIIECTB C HCIOJb30BAHHEM
TEJICKOMMYHHUKAIIMOHHBIX YCTPOWCTB B CETH JOCTYITHBI IIMPOKHM Maccam
HacelieHus. [IpUYMHBI TOBBINIEHHOTO WHTEpEca HAPKOMPECTYIMTHOCTH K
kuOepnpocTpancTBy HTEepHETa BIIOJIHE MOHSATHBI: B 3TOU CpeJie €CTh 0COOBIE
yCIOBUSL HE TOJIBKO JUIsi OOecreueHUs: KOHCIHPATUBHON KOMMYHHUKAIUH
MOCTABIIMKOB W TIOTpEOWTENEel HAPKOTHYECKUX CPEACTB, HO H JUIs
CHUCTEMaTUYECKOTO PEIICHWS HWHBIX MAacCIITa0HBIX KPUMUHAJIBHBIX 3aj1ad,
TaKUX, HAMpUMeEp, KaK KOOPAMHAIUS JESITEIbHOCTA TPaHCHAIIMOHAIBHBIX
NPECTYMHBIX (HOpMUPOBaHUHN U peanu3aius dPPEKTUBHBIX CXEM «OTMbBIBAHUS
JCHET».

[IIupokre BO3MOKHOCTH AaHOHHMHOTO MPHOOPETEHUS TCUXOAKTHUBHBIX
CPEICTB C HCIOJIH30BAHUEM TEIEKOMMYHHUKAIIMOHHBIX YCTPOWCTB B CETH, a
TaK)Ke Y4acTHs B CObITE HAPKOTHUKOB MOYYArOT JA€TU U TIOJIPOCTKH.

B Hacrosmee BpeMs cTaHAapTHBIE TPUEMBI PO(DHIIAKTUKA CTAHOBSITCS
Manod(pGeKTUBHBIMHU, T.K. Mbl UMEEM JIE€JI0 CO CBOEOOPA3HON MOJOJEKHOU
CyOKyJIbTypOi, TECHO CBSI3aHHOM C BHPTYaJIbHBIM MPOCTPAHCTBOM U
JTUCTAHIIMOHHBIM OOIIeHneM. J[esSTenbHOCTh W Pa3BUTHE TAKOTO WHTEPHET
COO00I1IECTBA CO BPEMEHEM CO3/1aJ10 OJ1aronpUsTHBIE YCIOBUS AJIS 3apOXKICHUS
HEKON CeTeBOW Cpenpl, TAe HHAMBHUABI MOTYT TIOJb30BATHCS CPEICTBAMH
OOIIEHMS, BECTH ONPENEICHHYIO TPYIOBYIO AESITEIbHOCTH, MPUOOpETaTh U
NpojJiaBaTh TOBAPHI U YCIyTd, 00ydaThCs, MOJIB30BATHCA Pa3BleKaTEIbHBIMU
CepBHUCAMH.

OTUM OOCTOSITEIbCTBOM M TOJB3YIOTCS X035€Ba MHTEPHET-MarasmHOB
M0 MPOJAKE HAPKOTUYECKUX CPEICTB M IMCUXOTPOIHBIX BEIIECTB, HaOupas
HOBBIX 3aKJaJUYUKOB M KypbepOB M3 4HCIAa HecoBeplieHHoJeTHuX. OHu
MpenjaraloT He TOJbKO C BHUAY XOpOIIO OIUIaYuBaeMylo paboTy, He
TpeOyIOIIyI0 0ONBINX (GU3MUECKUX W BPEMEHHBIX 3aTPaT, HO M CBSI3aHHYIO C
UCIIOJIb30BaHWEM TIPHBBIYHBIX TaDKETOB M MHTepHETa, MArONIUX JOKHOE
YyBCTBO 0€30MaCHOCTU M 3aCTPAXOBAHHOCTHU OT 3aJICPIKAHMs M MPUBIICUCHHUSI
K YTOJIOBHOM OTBETCTBEHHOCTH.

CoOTBETCTBEHHO M MPOGUIAKTHKA JOJKHBI OBITh Ha BCEX YPOBHSX, HE
TOJILKO B BHJE Oecel O HEIOMyCTUMOCTH NPOTHUBOIPABHOTO IOBEIACHHUS,
KECTKOCTH HaKa3aHUs WU Bpeje ynoTpebiieHus HapkoTukoB. HeoOxommmo



oOpamaTh BHUMaHHE Ha Psii BpoAe Obl 0e300UIHBIX MPU3HAKOB, KOTOPHIE
CBUJIETEIBCTBYIOT O BOZMOXXHOM IIPUOJIMKEHUN OCbI.

Taxk, nmepBbie IPeAIOKEHUS O TPYAOYCTPOMCTBE IPOXOAST B OCHOBHOM B
COLIMAIBHBIX CETAX M MECCEHKepax IyTeM PacChUIKM COOOIIEHUNH O
BBICOKOOIUTaYMBaeMoi pabore. Takke CylIecTByeT cUcTeMa, padoTaromiast mo
MPUHIAITY (PUHAHCOBOW MUPaMHUIBI, KOAA 3a KaXXJIOTO BHOBH NMPHUBEICHHOTO
pabOTHHKA HAIICAIIEMY IOJaraeTcsl AeHeHas npemus. B maHHOM ciydae
BEpPOOBIIMKAMHU BBICTYAIOT YK€ CaMH JICTH M IMOJPOCTKH.

[Toce mosry4yeHus cormacus JajabHEHIee 0O0MeHNe MTPOXOAUT B OJTHOM
U3 MECCEH/KEpOB, Jalie Bcero B Telegram, 31mech ke MPOUCXOIUT 00yUeHHE
METOJaM KOHCIIHUpAlMd W OCHOBHBIM IpuemMaM paboTel. B nanbHeimeMm y
NOTEHI[MAIBHOTO paOOTHHUKA BBISICHAETCS, B KAaKOM pEruoHe OH TOTOB
paboTaTh, 00Cyk/1aeTcs 3apab0THAsI TUIaTa, YCJIOBUS M BAPUAHTHI €€ BBITLIATHI.

[Tocne aToro Oyaymuii 3aKiIaIuuK JTUOO BHOCHUT 3aJI0T 3a MOJydacMblit
HApKOTHUK (paHee OrOBOPEHHOE KOJIMYECTBO MCUXOTPOITHOTO BEIECTBA), JIHMOO
MOJTy9aeT €To B JOJIT, MPEOCTABIIASA MOJHYIO KOO CBOETO MaclopTa.

WNHorma B KadecTBe MPOBEPOK JTHOO BO3MOXKHOCTH TIOJTYICHHS 3apaboTKa,
aIMUHUCTPATOPhl HHTEPHET-MAara3nHoOB MpeIJIaraioT HeCOBEPIIICHHOJICTHUM
nonpoboBaTh ce0s B KadyecTBe «TpadapeTurkoB». TpadapeTuuku — A,
KOTOpbIe padoTatoT Ha VIHTepHeT-Mara3uH no cObITY HAPKOTHUYECKUX CPEACTB
U TICUXOTPONHBIX BemecTB. Yamie B HOYHOE BpEeMs CYTOK NIPH MOMOIIU
Tpadapera U a3poO30JIbHOTO OAJTIOHYMKA HAHOCAT HAJIUCH HA CTEHAX 3JaHUM,
OCTaHOBKAax, Ha KOTOPBIX YKa3aH aKKayHT VHTepHeT-mara3smHa 10 IPoJaxe
HApKOTHKOB, JMOO MpEJIOKeHHE O paboTe Ha HapKoMmarasuH. 3a TakKylo
pabotry Tpadaperunku oT paboTHuka MHTepHET-MarazWHa MOMy4aroT
JICHEKHOE BO3HATPAXKIEHHWE B 3aBUCHMOCTH OT KOJIMYECTBA HAHECEHHBIX
HaOIINCEH.

B napkoOusHece  TpPUBIEKAIOT  BCe  OOJbIIEe  KOJUYECTBO
HECOBEPIICHHOJETHUX, KOTOPBIX HCIOJB3YIOT IS PEIICHHS MpodiieM
CHJIOBBIMH METOJaMH. Tak MOSBUIIOCH €IIe OJHO MOHSATHE B HapKOOW3HECE -
«CTIOPTHUKUY.

«Crnoptukn» — padoune MHTEepHET-Mara3uHoOB MO MPOJaXKe HAPKOTHKOB,
KOTOpbIE MO0 YKa3aHWIO CBOUX KypaTOpPOB pa3OHparoTcs ¢ OOMaHYyBIIUMH
MarasuH JMIaMH (3aKiagdukaMu, TpadapeTynkamMu W Kypbepamu) C
nomompio (Qusnueckoir pacmnpabbl. «CHOPTUKW» W30WUBAIOT, CTPUTYT U
C)KUTAIOT BEPXHIOI OJCKIY MPOBHHUBIIHMXCSA TEpea aaAMUHUCTpaTopoM. Bee
3TO CHHMAKOT Ha KamMepy MOOWIBHBIX TenedOoHOB, a Jajee 3amuch
MIPEIOCTABIISIOT IS OTYETa aIMHHICTPAaTOpaM HapKOMapKeTOB.

Takum oOpa3zoM, WM3HAYAIbHO (3TO Kak CBOeOOpa3Has TMepBas JIMHUS
000pOHBI), HEOOXOIUMO MPUHUMATH MEPHl K OTCIICKWBAHUIO AKTHBHOCTHU
HECOBEPIICHHOJETHUX B ceTH. C KeM OHHU IEPEHHUCBHIBAIOTCS, YTO HIIYT C
MOMOIIBI0  TOWCKOBBIX CHCTEM. OTO MOXHO JelaTh Kak IyTeM



HEMOCPEJICTBEHHOr0 JI0CTyNa K TeJeOHHOMY amnmapaTy ¢ Beaoma peOeHKa,
TaK YCTaHOBJICHUEM OJHOW M3 MPOTPAMM POJUTEIHCKOIO0 KOHTPOJIs, O0JIbIIoe
KOJIMYECTBO TaKUX MPHUIOKEHUM COBEPIICHHO OECIJIaTHO M HAaXOJMUTCS B
CBOOOJIHOM JOCTYIIC JJIsl CKAUMBAHUSI.

Jleno B TOM, 4TO OOJBIIMHCTBO HMCIHOJIB3YEMOTO HApPKOCOBITYHKAMU
MPOrpaMMHOI0  OOecrleueHUs HuMeeT crneuupuueckue (QyHKOUU U HE
HCIIOJIB3YETCS PSIAOBBIMU 3aKOHOIMOCITYIIHBIMU T0JIb30BATESIMU.

Tak HapKOCOBITYMKM AKTUBHO HCIIOJB3YIOT HAOOpBHl Pa3IMYHbIX
kpuntorpadpuueckux meccenmkepo (VIPole, Telegram, Xabber, Wickr,
WeChat, Signal), VPN-cepBuchl (BUpTyallbHbIC YaCTHBIE CETH), aHOHUMHBIC
Opay3epbl, BBIJICICHHBIE CEpBepa, Takke pecypchl ((pOTOXOCTHUHTH,
daiimooOMeHHUKH) 111 xpaHeHus  ¢dororpaduii ¢ M300paKEHUSIMU
PacIoJIOKEHUSI HAPKOTUKOB.

B wmenax coxpaHeHHs aHOHMMHOCTH U CKPBITOCTH MPOTHUBOIPABHOU
JEeSTENBHOCTH CTaj MPUOOpPETaTh MOMYJSPHOCTh aHOHMMHBIN Opay3ep TOR,
«JIYKOBBIN poyTep», paboTaromuii B TeHeBoM cermeHnTe MuTtepuera (DarkNet)
Y TIO3BOJISIIOIIMIN TTOJIH30BATENSIM HE OBITh 3aMEUEHHBIMU U YSI3BUMBIMHU. ITO
CUCTEMA IPOKCHU-CEPBEPOB, TMO3BOJIAIONIAS YCTAHABIMBAaTh AHOHUMHOE
ceteBoe coenuuenne. CyTb pabOTHI TaHHOTO Opay3epa 3aKo4yaeTcs B TOM,
YTO OH IMIO3BOJIAET TpakIaHaM TMOCEIIaTh CaWThl, 3a0JOKUPOBAHHBIE Ha
TEPPUTOPUU CTPaHbl MPOKUBAHUS, IyTeM 3aMeHbl [P aapeca, ocraBasce mpu
ATOM HE3aMEUYEHHBIMHU.

JlapkHeT — 3TO caMbld 3aKpBITBIA  OTAEI MHUPOBOW INAyTHUHBI
(cBoeoOpa3Hasi, rnmyOuHHAs, HE BHJHAs OOBIYHOMY TJla3y 4acTh aiicOepra,
npuyYeM, Kak U B ciyyae ¢ aiicoeproMm ropasgo Oojee MacCuBHas), KyJa He
3aX0JAT JJaXKe MOUCKOBbIE POOOTHI. OOBIYHBIA MHTEPHET-NOIB30BATEND TOXKE
BpSAA JIM NOMNAAET CIOJA CIy4YalHO, XOTS TOT, KOMY CHOJa IO-HACTOSILEMY
HY’KHO, TIONAJIET, KyJa eMy HeoOxoaumo 0e3 ocoboro Tpynaa. Yem Oosblie
pa3BUBaeTCAd  HMHTEPHET-LIEH3ypa, TeM 0Oojiee  JapKHET  CTaHOBUTCS
BOCTPEOOBAHHBIM M TeM 0oJiee YJOOHBIMU CTAHOBSITCS MHCTPYMEHTHI IS
paboTel ¢ HUM. M eciiu BO BCeM OCTajlbHOM WHTEPHETE BIAJEIbIIbI CAlTOB
MBITAIOTCSI MOBBICUTh PEUTUHT CaiiTa U YBEIUYUTH €r0 MOCEHAEMOCTh, TO BOT
B TEMHOM CETMEHTE CTaparoTcs CIejaTh CAUT KaKk MOXXHO MEHEE 3aMETHBIM
JUISL PSAOBBIX CTOPOHHHUX IIOJIB30BATENEH, M, €CTECTBEHHO, AJI1 OpPraHOB
npaBonopsiaka. [ 3Toro wucmonplyercs IMQpPOBaHUE, CIECLHATBHOE
nporpaMMHOe OOecIieueHHe, a TaKKe HEeCTaHJapTHbIe JOMEHHbIE MMEHa U
NpOTOKOJBL. Tak BOT, JJIsi TOTO 4YTOOBI MOMAcTh B JApKHET, HEOOXOIUMO
ucroias3oBath Opayzep TOR. DOto cBoeoOpa3Hbli TEHEBOW aHajor
UCIOJIb3YEMBIX BCEMM CTaHJApPTHBIX Opay3epoB ONEpallMOHHON CHCTEMBbI U
MTOMCKOBHUKOB. KIit0O4E€BO MOMEHT 31€Ch COCTOUT B TOM, YTO IpPU €ro
UCIIOJIb30BAHUHM PE3KO TEPSIETCA CKOPOCTb HMHTEPHET-COEAUHEHUS, 3TO
OOyCIIOBJICHO €ro TEXHUYECKUMH OCOOCHHOCTSIMH (DYHKIIMOHUPOBAHMSL.



[TosToMy B OOBIUHON MOBCEAHEBHOMN AESATENHHOCTH OH U HE UCIOJIB3YETCS, a
OpUMEHSETCA TOJIbKO JJii BbIXOJAa B JApKHET M COONIOAEHUS MeEp
KoHcnupanuu. Haxokienue mogoOHON MporpaMMbl Ha KOMIIBIOTEpPE WM
TenedoHe pedeHKa MPsIMOM CUTHAI O TOM, YTO OH YK€ BTSHYT BO YTO-TO
MIPOTHUBO3aKOHHOE WJIU, 3TO BOT-BOT CIIYUUTCS.

Hrak, texnonorua TOP mo3BoisgeT 3ax0guTh HA CaMThl U CKAYWBaTh
YTO-TO U3 CETH, HE OCTABJISIS TIOCIIE c€0sl HUKAKUX CIIE/IOB.

DTO K€ OTHOCUTCS K HUCIOJIB30BAHUIO ISl MOJKIIOUEHUS K Pa3IudHbIM
UHTEpPHET-pecypcaM MPOKCU-CEPBEPOB ATO (KOMIUIEKC Iporpamm) B
KOMIIBIOTEPHBIX CETSIX, MO3BOJSIONIMN KIHUEHTAM BBINOJHITE KOCBEHHBIE
3aMpockl K IpyruM ceTeBbIM ciayk0am, 1 VPN (anrn. Virtual Private Network
— BHUpTyaJbHasg 4YacTHas CE€Th) — OOOOMIEHHOE Ha3BaHHE TEXHOJIOTHH,
MO3BOJISIIOIIUX OOECIEeYUTh OJHO WM HECKOJIBKO CETEBBIX COEIUHEHUN
(JIoTMYECKYyI0 CEeTh) MOBepX Apyroil ceru (Hampumep, Mutepner). [laHHble
NPWIOKEHUS MO3BOJIAIOT OOXOJMUTH 3alPEThl HA MOCEUIEHUE ONpPENeICHHbIX
caiitoB. Hampumep, HaMH TOCTOSIHHO BeNETCs pabdoTa MO OTCIECKUBAHUIO
CalTOB MPOHAPKOTUYECKON HAMPABICHHOCTH U OJOKUPOBKE JOCTYIA K HUM C
tepputopuu PecnyOnuku benapycs. A mpu momomm VPN wim mpokcu
naHHas OJIOKMPOBKA yIa4HO OOXOIUTCS.

[ToBTOpIOoCch, B OOBIYHOM >KWM3HHU BBINICYKAa3aHHbIE MPUIIOKEHHUS (32
UCKIIIOUeHHEeM MecceHkepoB Viber u Telegram) kak npaBuiio rpaxaaHamMu
HE UCHOJB3YIOTCA. OHU TOCTATOYHO cHelu(UUECKUEe U OCHOBHAS X LEIb —
CKPBITh CBO€ UICTUHHOE MECTOHAXOXJACHUE B CETH.

Ecim y pebGenka Bapyr B TenedoHE TMOSBUIUCH MPUIOKEHUS,
no3BoJisitomue  onpenenatb GPS-koopauHatel W HakJIaAbBaTh HMX Ha
dotorpaduu (Hanpumep, NoteCam win €ro aHaJIOTH), CTOUT YACIUTH STOMY
MPUCTATHPHOE BHUMAHUE, T.K. JaHHOE TporpammHoe oOecreueHune Ha 90%
UCIOJIb3YETCS UCKIIOYUTEIBHO COBITYUMKAMU HAPKOTHKOB. COrjJacuTech, UTO
HUKTO B OOBIYHOM KU3HU HE OYyJET HakIaJblBaTh KOOPJAUHATHI C YKa3aHUEM
IIUPOTHI, JIOJTOTHI, BBICOTHI HAJl YPOBHEM MOpPS U TIOTPEIIHOCTH Ha
(doTorpaduio MOHPaBUBIIETOCS MeH3axka UM KUBOIMCHOTO JEPEBa.

Nrak, kak yxe OBUIO CKa3aHO, WCIOJIB30BAaHUE MPOTpamMM st
MOCEIEHUsI JapKHeTa, Habopa MECCEHIKEPOB, OCOOEHHO COJEPKALIUX YaThI
B 3aKpBHITBIX TpyMmax, npuioxenuit s omnpeneneHuss GPC-xoopaunat
CHEUHAIBHOTO  OOecreueHus s CKpbITUsA  HUCTUHHBIX  |P-aapecos
COBEPILIEHHO HE HYXHO [JIi OOBIYHOTO OOHIEHUS U O3KCIUTyaTaluu
CMapT(GOHOB  WJIM  TIEPCOHAJBHBIX  KOMIIbIOTEpOB. WX  mosBieHue
CBUJIETEIBCTBYET O BOBJICUCHUU PEOEHKA B MPOTUBOIIPABHYIO J€ATEIBbHOCTD.

Uto kacaercss 0OBIYHOTO caliTa HAPKOTOPIOBIIEB, TO OH BBITJISIIUT KaK
Kiaccuueckuii popym. MHOTO BETOK, CoepkKaInuxX pa3HooOpa3HbId KOHTEHT,
C BO3MOXXHOCTbIO KOMMEHTApPHEB M BBIBOJ| YJIaUHBIX BBICKA3bIBAHUI B
OT/ICJIbHYIO BETKY.



Tenepp mepeidieM K TJIaBHOW COCTaBISIONmIEH JH000H paboTHI,
neranbHOU Uiau HeT. COOCTBEHHO TOBOPS, 3TO €€ OIlIaTa.

B HacTosimiee BpeMsi HMCIOJB30BaHUE BJEKTPOHHBIX KOIIEIBKOB IPHU
OpraHu3aluy cObITa HAPKOTUKOB CTAHOBUTCSI MEHEE aKTyaJIbHBIM B CBSI3U C
TEM, UYTO (UHAHCOBasi COCTaBJISIONIAas HapKoOW3HECa B  OCHOBHOM
MEPEOPUEHTUPOBANIACH HA KPUINTOBAIIOTY, KOTOpask HE MMEET (PU3UUECKOIo
BBIPQKECHUS, €€ OSMHUCCHI0O HHUKTO HE PEryJupyeT U HE KOHTPOIUPYET.
KpunroBantora BbIITyCKaeTCsl HEMOCPEACTBEHHO B CETU W HHUKAK HE CBS3aHa
HU C Kakou-mubo OOBIYHOW BaJIFOTOM, HU C JII0OOM TOCYyIapCTBEHHOMU
BAJIIOTHOM cucTeMol. Bce omepanuu ¢ KpPUNTOBATIOTON (PaKTHYCCKH
ob6e3nmuuenbl. Ho, 00pa3Ho roBops, CiiaiocTel 3a KPUIITOBATIIOTY HE KYMIHIIIb,
€€ HaJI0 MEHSTh, a 3TO TOXKE JAENAETCA B BUPTyaJIbHOM NpocTpancTBe. OTCroaa
BO3HUKAET HEOOXOIMMOCTh B OAHKOBCKUX KapTax.

Takxe OTIeTbHBIMU KPYITHBIMU Mara3uHaMHU JIJIsl BBITIIATHI 3apa00THOM
IJIaThl B HACTOSIIEE BPEMSI UCIIOJIB3YIOTCS OObIYHbIE OAHKOBCKUE TJIATEKHbBIC
KapThl, B TOM 4uclie U O(POpMIICHHBbIE HAa UMs ydanuxcs Kaprtel. OmHaKo,
HApKOAWIEpaMU MOTYT BBIJIABaThCs 3aKJIaquMKaM M KapThl, 0QOPMIICHHBIC Ha
MOJICTAaBHBIX JIMIl, B TOM YHCIE€ U HWHOCTPAHHBIX OaHKOB (KakK MpaBUIIO
POCCHUICKHX).

Takxe HeoOXx0oaMMO 00palaTh BHUMAHUE HA TIOMBITKH PETUCTpAIlUU Ha
KPUNTOOOMEHHBIX  IUIONIAJIKAX, MCIOJIb30BAaHUU  DJICKTPOHHBIX  JICHET,
HEU3BECTHBIX BaM cuM-kapT, 0AHKOBCKUX TUIATEKHBIX KapT U T.J.

[lepBbIit 3aMeCTUTEIb HAYAJIbHUKA
OB/ Enbsckoro paitncnoikoMa C.B.MamoHTOB



