«[Ipobnema HapKOMaHNUU HA COBPEMEHHOM 3Tarle.
OcobenHoctTH MPOUTAKTUKI.

O6crtanoBka B cdepe MPOTUBOACUCTBUS HE3aKOHHOMY O0O0pOTY
HApKOTUYECKUX CPEACTB U IICUXOTPOIHBIX BEIMIECTB HA TEPPUTOPUHU
PeciyOnukn benapycb B HacTosiiee BpeMs BO MHOTOM CBsi3aHa C
MCIOJIb30BaHUEM TJI00anbHON ceTh MHTepHEeT B KayecTBE CHEIU(PUUECKOTO
KaHajia HapKOTOPTOBJIH.

Oco0Oyr0 OmacHOCTh TMpPEACTAaBIsIET TOT (HAaKT, UYTO BO3MOXKHOCTH
AHOHMMHOTO TPHOOPETEHUS TICUXOAKTHBHBIX BEIIECTB C HCIOJb30BAHHEM
TEJIEKOMMYHUKAIIMOHHBIX YCTPOWCTB B CETH JOCTYITHBI IIMPOKHM Maccam
HacesneHusl. [IpUYMHBI TOBBIIMIEHHOTO HMHTEpEca HAPKOMPECTYIMHOCTH K
kuOeprnpocTpancTBy HTEpHETa BIOJHE MOHATHBI: B 3TOU Cpejie €CTh 0COOBIE
yCIOBUSL HE TOJIBKO JUIsi OOecreueHUs: KOHCIHPATUBHON KOMMYHHUKAIUH
MOCTAaBIIMKOB W TOTpeOWTENEel HAPKOTHYECKUX CPEACTB, HO U A
CHUCTEMATUYECKOTO PEIICHWS HWHBIX MAacCIITa0HBIX KPUMHUHAJIBHBIX 3aj1ad,
TaKUX, HAMpUMeEp, KaK KOOPAMHAIUS JESITEIbHOCTA TPaHCHAIIMOHAIBHBIX
NPECTYMHBIX (HOpMUPOBaHUHN U peanu3aius dPPEKTUBHBIX CXEM «OTMbBIBAHUS
JCHET».

[Ilupokre BO3MOKHOCTH AaHOHUMHOTO MPUOOPETEHHUS TCHUXOAKTHUBHBIX
CPEIICTB C HCIOJH30BAHUEM TEICKOMMYHHUKAIIMOHHBIX YCTPOWCTB B CETH, a
TaK)KEe Y4acTHs B COBITE HAPKOTHUKOB MOYYArOT JA€TU U TIOJIPOCTKH.

B Hacrosmiee BpeMs cTaHIapTHBIE TPUEMBI PO(HMIIAKTUKA CTAHOBSITCS
Mano3pGeKTUBHBIMHU, T.K. MBI UMEEM JIEJI0 CO CBOECOOPa3HON MOJIOMEKHOMN
CyOKyJIbTypOM, TECHO CBSI3aHHOM C BHUPTYaJIbHBIM MPOCTPAHCTBOM U
JTUCTAHIIMOHHBIM OOIIeHneM. J[esSTenbHOCTh W Pa3BUTHE TAKOTO WHTEPHET
COO00I1IECTBA CO BPEMEHEM CO3/1aJ10 OJ1aronpUsTHBIE YCIOBUS AJIS 3apOXKICHUS
HEKOM CeTeBOW Cpenpl, e HHAMBHUABI MOTYT IOJb30BATHCS CPEICTBAMU
OOIIEHUS, BECTH OMPENCICHHYIO TPYIOBYIO ACSITEIBHOCTh, MPUOOpETaTh H
NpojiaBaTh TOBAPHI U YCIYTH, 00y4aThCs, MOJIb30BATHCS Pa3BIEKATEIHHBIMU
CepBHUCAMH.

OTUM OOCTOSITENILCTBOM M TOJIB3YIOTCSI X035€Ba MHTEPHET-Mara3uHoB
M0 MPOJAKE HAPKOTUYECKUX CPEICTB M IMCUXOTPOIHBIX BEIIECTB, HaOWpas
HOBBIX 3aKJaJYUKOB M KypbepOB M3 4HCIAa HecoBepiieHHoJeTHuX. OHu
MpenjaraloT He TOJbKO C BHUAY XOpOIIO OIUIaYuBaeMylo paboTy, He
TpeOyIOIIyI0 OONBINX (U3UUECKUX M BPEMEHHBIX 3aTpaTr, HO U CBSI3aHHYIO C
WCIIOJIb30BaHWEM TIPHBBIYHBIX TaDKETOB M HTEpHETa, MAIONIUX JIOXKHOE
YyBCTBO 0€30MaCHOCTU M 3aCTPAXOBAHHOCTHU OT 3aJICPKAHMS M MPUBIICYCHHUSI
K YTOJIOBHOM OTBETCTBEHHOCTH.

CoOTBETCTBEHHO M MPOGUIAKTHKA JOJKHBI OBITh Ha BCEX YPOBHSX, HE
TOJILKO B BHJE Oecel O HEIOMyCTUMOCTH NPOTHUBOIPABHOTO IOBEIACHHUS,
’KECTKOCTH HaKa3aHUs WK Bpene ynoTpeOiaeHuss HapkoTUKoB. HeoOxommumo



oOpamaTh BHUMaHHE Ha Psii BpoAe Obl 0e300UIHBIX MPU3HAKOB, KOTOPHIE
CBHUJICTEIILCTBYIOT O BO3MOYKHOM MPUOINIKEHUH O€/Ibl.

Taxk, nmepBbie IPeAIOKEHUS O TPYAOYCTPOMCTBE IPOXOAST B OCHOBHOM B
COLIMAIBHBIX CETAX M MECCEHKepax IyTeM PacChUIKK COOOLIEHUNA O
BBICOKOOTTaunBaeMoi pabote. Taxxke cyriecTByeT cuctema, paboTarorasi mo
MPUHIAITY (PUHAHCOBOW MUPaMHUIBI, KOAA 3a KaXXJIOTO BHOBH NMPHUBEICHHOTO
pabOTHHKA HAIICAIIEMy IOoJaraeTcs IeHeXHas mpemus. B mgaHHOM ciydae
BEpPOOBIIMKAMH BBICTYIAIOT YKE CaMU JCTH U TIOJIPOCTKH.

[Toce mosry4yeHust cormacus JajabHEHIee 0OMEeHNE MTPOXOAUT B OJTHOM
U3 MECCEH/KEepOB, vaie Bcero B Telegram, 3/mech ke MPOUCXOIUT 00yUeHHE
METOJaM KOHCIIHUpAlMd W OCHOBHBIM IpuemMaM paboTel. B nanbHeimeMm y
MOTEHIIMAIBHOTO pPaOOTHUKA BBIACHSETCS, B KaKOM pErHOHE OH TOTOB
paborartb, 00CykaaeTcs 3apadoTHAas T1aTa, YCJIOBUS U BAPUAHTHI €€ BBITIATHI.

[Tocne aToro Oyaymuii 3aKiIaIuuK JTUOO BHOCHUT 3aJI0T 3a MOJydacMblit
HApKOTHUK (paHee OrOBOPEHHOE KOJIMYECTBO MCUXOTPOITHOTO BEIECTBA), JIHMOO
MOJTy9aeT €ro B JOJIT, MPEOCTAaBIIASA MOJHYO KOO CBOETO MacropTa.

WNHorma B KadecTBe MPOBEPOK JTHOO BO3MOXKHOCTH TIOJTYICHHS 3apaboTKa,
aIMUHUCTPATOPhl HHTEPHET-MAara3nHoOB MpeIiaraloT HeCOBEPIIICHHOJICTHUM
nonpoboBaTh ce0s B KadecTBe «TpadapeTurkoB». TpadapeTuuku — I,
KOTOpbIe padoTatoT Ha VIHTepHeT-Mara3uH no cObITY HAPKOTHUECKUX CPECTB
U TICUXOTPONHBIX BemecTB. Yamie B HOYHOE BpEeMs CYTOK NIPH MOMOIIU
Tpadapera U a3poO30JIbHOTO OAJTIOHYMKA HAHOCAT HAJIUCH HA CTEHAX 3JaHUM,
OCTaHOBKAax, Ha KOTOPHIX YKa3aH akkayHT VHTepHeT-mara3smHa 10 TPOJaxe
HApKOTHKOB, JIUOO TpEIoKeHHE O paboTe Ha HapKoMmarasuH. 3a TakKylo
pabotry Tpadaperunku oT paboTHuka HHTepHeT-marazuHa MOMy4aroT
JICHEKHOE BO3HATPAXKIEHWE B 3aBUCUMOCTH OT KOJMYECTBA HAHECEHHBIX
HaOIINCEH.

B napkoOusHece  TpPUBIEKAIOT  BCe  OOJbIIEe  KOJUYECTBO
HECOBEPIICHHOJETHUX, KOTOPBIX HCIOIB3YIOT JUIA pEIIeHUS TpodIeM
CHJIOBBIMH METOJaMH. Tak MOSBUIIOCH €IIe OJHO MOHSATHE B HapKOOW3HECE -
«CTIOPTUKHY.

«Croptukmn» — padboune MHTEepHET-Mara3uHOB MO MPOJIaXKe HAPKOTHKOB,
KOTOphIE M0 YKAa3aHWIO CBOUX KypaTOpPOB pa3OMparOTCs ¢ OOMaHYBIIUMH
MarasuH JIMIaM# (3aKjIagdukaMu, TpadapeTdnkaMud W Kypbepamu) C
nomompio (Qusnueckoir pacmnpabbl. «CHOPTUKW» W30WUBAIOT, CTPUTYT U
C)KUTAIOT BEPXHIOI OISy MPOBUHUBIIMXCS TEpea aaMUHUCTpaTopoM. Bce
3TO CHHMAKOT Ha KamMepy MOOWIBHBIX TenedOoHOB, a Jajee 3amuch
MIPEIOCTABIISIOT IS OTYETa aJIMHHUCTPATOpaM HapKOMapKETOB.

Takum oOpa3zoM, WM3HAYAIBHO (PTO Kak CBOoeoOpasHas TepBas JIMHUS
000pOHBI), HEOOXOIUMO MPUHUMATH MEPHl K OTCIICKWBAHUIO AKTHBHOCTHU
HECOBEPIICHHOJETHUX B ceTH. C KeM OHHM IEPEHUCHIBAIOTCS, YTO HIIYT C
MOMOIIIbI0  TOUCKOBBIX CHCTEM. OTO MOXKHO JelaTh Kak IyTeM



HEMOCPEICTBEHHOr0 JI0CTyNa K TeleoHHOMY afmapaTy ¢ BeloMa peOeHKa,
TaK YCTAaHOBJICHUEM OJHOW M3 MPOTPAMM POJIUTEIHCKOI0 KOHTPOJIS, 00JIbIoe
KOJIMYECTBO TaKUX MPHUIOKEHUM COBEPIIEHHO OECIIaTHO M HaXOJWUTCS B
CBOOOJIHOM JOCTYIIC JJIsl CKAUMBAHUSI.

Jeno B TOM, 4TO OOJBIIMHCTBO HCIOJIB3yEMOr0 HApKOCOBITYMKAMU
MPOrpaMMHOI0  OOecrleueHUs HuMeeT crneuupuueckue (QyHKOUU U HE
HCIIOJIB3YETCS PSIAOBBIMU 3aKOHOIMOCITYIIHBIMU T0JIb30BATESIMU.

Tak HapKOCOBITYMKM AKTUBHO HCHOJB3YIOT HAOOpBI Pa3IUYHbBIX
kpuntorpadpuueckux meccenmkepoB (VIPole, Telegram, Xabber, Wickr,
WeChat, Signal), VPN-cepBrchl (BHpTyalbHbIC YaCTHBIC CETH), aHOHUMHBIC
Opay3epbl, BBIJICICHHBIE CEpBepa, Takke pecypchl ((pOTOXOCTHUHTH,
daiimooOMeHHUKH) A xpaHeHuss  ¢ortorpaduii ¢ U300paKEHUSAMHU
PacoJIOkKEHUsI HAPKOTUKOB.

B wmenax coxpaHeHHs aHOHMMHOCTH U CKPBITOCTH MPOTHUBOIPABHOU
JEeSTENBHOCTH CTaj MPUOOpETaTh MOMYJSPHOCTh aHOHUMHBINA Opay3ep TOR,
«JIYKOBBIN poyTep», paboTaromuii B TeHeBoM cermeHnTe MuTtepuera (DarkNet)
Y TIO3BOJISIIOIININ MOJIH30BATEISIM HE OBITh 3aMEUEHHBIMU U YSI3BUMBIMHU. ITO
CUCTEMA IPOKCHU-CEPBEPOB, TMO3BOJIAIONIAS YCTAHABIMBAaTh AHOHUMHOE
ceteBoe coenuuenne. CyTb pabOTHI TaHHOTO Opay3epa 3aKo4yaeTcs B TOM,
YTO OH IMIO3BOJIAET TpakIaHaM TMOCEIIaTh CaWThl, 3a0JOKUPOBAHHBIE Ha
TEPPUTOPUU CTPaHbl MPOKUBAHUS, IyTeM 3aMeHbl [P aapeca, ocraBasce mpu
TOM HE3aMEUYEHHBIMHU.

JlapkHeT — 3TO caMbld 3aKpbBITBIA  OTAE] MHUPOBOW NAyTHUHBI
(cBoeoOpa3Hasi, rmyOuHHAs, HE BHJAHAs OOBIYHOMY TJla3y YacTh aiicOepra,
npuyYeM, Kak U B ciyyae ¢ aiicoeproMm ropasgo Oojee MacCuBHas), KyJa He
3aX0JAT JJaXKe MOUCKOBbIE POOOTHI. OOBIYHBIA MHTEPHET-NOIB30BATEND TOXKE
BpSAA JIM NOMNAAET CIOJA CIy4YalHO, XOTS TOT, KOMY CHOJa IO-HACTOSILEMY
HY’KHO, TIONAJIET, KyJa eMy HeoOxoaumo 0e3 ocoboro Tpynaa. Yem Oosblie
pa3BUBaeTCAd  HMHTEPHET-LIEH3ypa, TeM 0Oojiee  JapKHET  CTaHOBUTCS
BOCTPEOOBAHHBIM M TeM 0oJiee YJOOHBIMU CTAHOBSITCS MHCTPYMEHTHI IS
paboTel ¢ HUM. M eciiu BO BceM OCTaJlbHOM WHTEPHETE BIAJEIbIIbI CAWTOB
MBITAIOTCSA OBBICUTh PEUTUHT CaliTa U YBEJIUYUTH €T0 MOCEIIAEMOCTh, TO BOT
B TEMHOM CETMEHTE CTaparoTcs CIejaTh CaUT Kak MOXXHO MEHEE 3aMETHBIM
IUISL PSAOBBIX CTOPOHHUX IIOJIB30BATENEH, M, €CTECTBEHHO, AJII OpPraHOB
npaBonopsiaka. [ 3Toro wucmonplyercs IMQpPOBaHUE, CIECLHATBHOE
nporpaMMHOe OOecIieueHHe, a TaKKe HEeCTaHJapTHbIe JOMEHHbIE MMEHa U
NpOTOKOJBL. Tak BOT, JJIsi TOTO 4YTOOBI MOMAcTh B JApKHET, HEOOXOIUMO
ucroias3oBath Opay3zep TOR. D10 cBoeoOpas3HbIii TEHEBOW aHaJOT
UCIOJIb3YEMBIX BCEMM CTaHJApPTHBIX Opay3epoB OINEpallMOHHON CHCTEMBbI U
MTOMCKOBHUKOB. KIit0O4E€BO MOMEHT 31€Ch COCTOUT B TOM, YTO IpPU €ro
UCIIOJIb30BAHUHM PE3KO TEPSIETCS CKOPOCTh HMHTEPHET-COEAUHEHUS, 3TO
OOYyCIIOBJIEGHO €ro TEXHUYECKUMHU OCOOCHHOCTSIMU (PYHKIIMOHUPOBAHUS.



[TosToMy B OOBIUHOM MOBCEAHEBHOM AEATEILHOCTH OH U HE MCIOIb3yeTCs, a
NpPUMEHSETCA TOJIbKO I BbIXOJIa B JapKHET M COONIOJEHUS MeEp
KoHcnupanuu. HaxokneHune mogoOHOW MporpaMMbl Ha KOMIIBIOTEpPE WIIH
TenedoHe pebeHKa MPsIMOM CUTHAI O TOM, YTO OH YK€ BTAHYT BO 4YTO-TO
MIPOTHUBO3aKOHHOE WJIU, 3TO BOT-BOT CIIYUUTCSI.

Hrak, texnonorua TOP mo3BoisgeT 3ax0guTh HA CaMThl U CKAYWBaTh
YTO-TO U3 CETH, HE OCTABJISIA TOCIIE c€0sl HUKAKUX CIIE/IOB.

DTO K€ OTHOCUTCS K HUCIOJIB30BAHUIO ISl MOJKIIOUEHUS K Pa3IudHbIM
MHTEpPHET-pECypcaM IPOKCU-CEPBEPOB  3TO  (KOMIUIEKC MpOrpamMm) B
KOMIIBIOTEPHBIX CETSX, MO3BOJSIONIMN KIHMEHTAM BBINOJHITH KOCBEHHBIE
3aMpockl K Ipyrum ceTeBbIM ciayk0am, u VPN (anrin. Virtual Private Network
— BHUpTyaJbHas 4YacTHas CE€Th) — OOOOMIEHHOE Ha3BaHHME TEXHOJIOTHIA,
NO3BOJISIOIIMX O0ECHEYUTh OJHO WM HECKOJBKO CETEBbIX COEAMHEHUHN
(JloTMYecKyl0 CeTh) MoBepX Apyroil ceru (Hampumep, WMurtepner). [laHHble
NPWIOKEHUS MO3BOJIAIOT OOXOAMUTH 3alpPeThl Ha MOCEIIECHUE OIpPEACIICHHBIX
caiitoB. Hampumep, HaMH TOCTOSIHHO BeNETCs pabdoTa MO OTCIECKUBAHUIO
CalTOB MPOHAPKOTUYECKON HAMPABICHHOCTH U OJIOKUPOBKE JOCTYIAa K HUM C
tepputopuu PecniyOnuku benmapycb. A mpu nomomm VPN wim mpokcu
naHHas OJIOKMPOBKA yIa4HO OOXOIUTCS.

[ToBTOpIOoCch, B OOBIYHOM >KWM3HU BBINICYKAa3aHHbIE MNPUIOKEHUS (32
UCKJIIOUeHHEeM MecceHkepoB Viber u Telegram) kak mpaBuiio rpaxkaaHamu
HE UCHOJB3YIOTCSA. OHU TOCTATOYHO cnelupruyecKre U OCHOBHAs UX LEIb —
CKPBITh CBO€ UICTUHHOE MECTOHAXOXJACHUE B CETH.

Ecnim y pebGenka Bapyr B TenedoHE TOSBUIUCH TMPHIOKEHUS,
no3BoJisitomue  onpenenatb GPS-koopnuHaTtel W HAaKIaABIBaTH HMX Ha
dotorpaduu (Hanmpumep, NoteCam wim €ero aHajioOru), CTOUT yACIUTb 3TOMY
MpUCTATHbHOE BHUMAaHWE, T.K. JAaHHOE TIporpammHoe oOecrieueHue Ha 90%
UCIOJIb3YETCS UCKIIOYUTEIBHO COBITYUMKAMU HAPKOTHKOB. COrjJacuTech, UTO
HUKTO B OOBIYHOM KU3HU HE OyAET HaKJIaAbIBaTh KOOPAUHATHI C YKa3aHUEM
IIUPOTHI, JOJTOTHI, BBICOTHI HaJl YPOBHEM MOpsI U TIOTPEIIHOCTH Ha
(doTorpaduio MOHPaBUBIIETOCS MeH3axa UK KUBOIKUCHOTO JIEPEBa.

Nrtak, kak yxe OBUIO CKa3aHO, HCIOJb30BAHUE MPOrpaMm Jist
MOCEIIEHUsI JapKHEeTa, Habopa MECCEHIKEPOB, OCOOEHHO COJEPKALIUX YaThI
B 3aKpBHITBIX TpyMmax, npuiaoxkenuit s omnpeneneHuss GPC-koopaunat
CHEUHAIBHOTO  OOecreueHus: g  CKpbITUA  MUCTUHHBIX  |P-aapecos
COBEPILIEHHO HE HYXHO [JIsi OOBIYHOIO OOHIEHUS U HSKCIUTyaTaluu
CMapT(GOHOB  WJIM  TIEPCOHAJBHBIX  KOMIIbIOTEpOB. WX  mosBieHue
CBUJIETEIBCTBYET O BOBJICUCHUU PEOEHKA B MPOTUBOIIPABHYIO J€ATEIBbHOCTD.

Uto kacaercss 0OBIYHOTO caliTa HAPKOTOPIOBIEB, TO OH BBITJISIUT Kak
Kiaccuueckuii popym. MHOTO BETOK, CoepkKaInuxX pa3HooOpa3HbId KOHTEHT,
C BO3MOXHOCTbIO KOMMEHTApPHEB U BBIBOJ[ YJAYHBIX BBICKA3bIBAHUN B
OTZIETIbHYIO BETKY.



Tenepp mepeidieM K TJIaBHOW COCTaBISIONmIEH JH000H paboTHI,
neranbHOU Win HeT. COOCTBEHHO TOBOPSI, 3TO €€ OIlIaTa.

B HacTosimiee BpeMsi HMCIOJB30BaHUE BJEKTPOHHBIX KOIIEIBKOB IPHU
OpraHu3aluy cObITa HAPKOTUKOB CTAHOBUTCSI MEHEE aKTyaJIbHBIM B CBSI3U C
TEM, UYTO (UHAHCOBasi COCTaBJISIONIAas HapKoOW3HECa B  OCHOBHOM
MEPEOPUEHTUPOBANIACH HA KPUINTOBAIIOTY, KOTOpasi HE UMEET (DU3UUECKOTO
BBIPQKECHUS, €€ SMHUCCHI0O HHUKTO HE pEryJupyeT U HE KOHTPOIUPYET.
KpunroBantora BbIITyCKaeTCsl HEMOCPEACTBEHHO B CETU W HHUKAK HE CBS3aHa
HA C Kakou-mubo OOBIYHOW BaJIFOTOM, HM C JI0OOM TOCYyIapCTBEHHOMU
BAJIIOTHOM cucTeMol. Bce omepanuu ¢ KpUOTOBATIOTOM (aKkTHUUECKU
ob6e3nmuuenbl. Ho, 00pa3Ho roBops, ciaiocTel 3a KPUIITOBAIIOTY HE KYIHIIIb,
€€ HaJI0 MEHSTh, a 3TO TOXKE JENAeTCA B BUPTYaJIbHOM NpocTpancTBe. OTCcroaa
BO3HUKAET HEOOXOMMOCTh B OAHKOBCKUX KapTax.

Takke OTJIEeTbHBIMU KPYIHBIMU Mara3uHaMu JijIsl BBITLJIATHI 3apa00THOM
IJIaThl B HACTOSIIEE BPEMS UCIIOIB3YIOTCA OOBIUHBIC OAHKOBCKHE IJIATECKHbBIC
KapThl, B TOM 4uclie U O(POpMIICHHBbIE HAa UMs ydanuxcs Kaprtel. OmHaKo,
HApKOAWIEpaMU MOTYT BBIJIABaThCs 3aKJIaquMKaM M KapThl, 0QOPMIICHHBIC Ha
MOJICTaBHBIX JIMIl, B TOM YHCI€ U HWHOCTPAHHBIX OaHKOB (KaK MPaBUIIO
POCCHUICKHX).

Taxoxe HeoOx0aMMO 0OpaIaTh BHUMAHUE HA TIOMBITKH PETUCTPAIIUU Ha
KPUNTOOOMEHHBIX  IUIONIAJIKAX, MCIOJIb30BAaHUU  DJICKTPOHHBIX  JICHET,
HEW3BECTHBIX BaM cuM-kapT, 0aHKOBCKUX TUIATEKHBIX KapT U T.J.
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